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Recap: The Ideal World

1. Each P. sends its input x; to the
2. computes y = f(x, ..., x,).

3. sends y to every party, and they output it.




Recap: The Real World

1. The parties (P, ..., P,) run a protocol 7 on inputs (x, ..., x )

2. When 7 terminates, the parties output y.




For every real adversary, an ideal adversary

a A Tz} L Goal of &: produce output

L. indistinguishable from </
the Simulator &



Is & is Indistinguishable from </? Who will Judge?

the Simulator & the Distinguisher &



the Distinguisher &

o Interacts with one of the worlds and attempts to
determine which one by running an experiment.

R e Chooses input for all parties. Cannot “look into” the world.

. @ o Receives outputs from all parties and either & or /.

e Guesses whether the world is ideal or real.

the Simulator & the Distinguisher &



Recap Def 1: The Real-World Experiment

Real, s o(x, n)

1. 'The challenger communicates the
parameters.

1%, n
Xfy.o0sXx) EX | X ... X

Xy € 10,1}%

2. < supplies inputs for all parties
and /.

3. o corrupts some parties.

n

4. 'The protocol runs. During this
time, </ fully controls any
corrupted parties.

5. o may send messages to &, and
receive responses.

6. The protocol ends when everyone O o) € Z1 X X Y,
° ° ° ——H
halts with some output (including v, € {0,1}*
of). These outputs are sent to <. —_>

7. < outputs a bit. outputs a bit



Recap Def 2: The Ideal-World Experiment

Ideal ; ¢ g(k,n)

1. The challenger communicates the
parameters.

2. 2 supplies inputs for all parties
and </ (but it is received by &).

3. & corrupts some parties. ( e @ LX) €L X L X,

4. The "dummy protocol” runs.
During this time, & fully controls
any corrupted parties (but they
only interact with ).

5. & may send messages to &

(pretending to be &).

6. 'The protocol ends when everyone s o) €Y1 X X Y,
halts with some output (including v, € {0,1}*
&'). These outputs are sent to . —_—>

7. & outputs a bit. outputs a bit



Recap Def 3: Malicious Security

Definition 3. Let n,7 € N such that 7 < n, let ~~ be a PPT ideal functionality that interacts with »
parties and (possibly) an adversary, and let 7 be a PPT n-party protocol.

We say that 7 realizes = in the presence of a malicious adversary that statically
corrupts up to 7 parties if for every PPT &/ that statically, maliciously corrupts up to 1
parties, there exists some PPT simulator &, such that for every PPT distinguisher &,
there exists a negligible function ¢ such that for all k € N

Pr[Real, 4 g(x,n) = 1] — Pr[Ideal = ¢ g(k,n) = 1]| < e(x)

o For our previous definitions we had some intuition that "anything the adversary
could achieve by corrupting the protocol it could also achieve using just the inputs
and outputs of the corrupt party (via the Sim algorithm)”

« Now we have something richer! The adversary can deviate arbitrarily and the
simulator interacts with the ideal functionality. Anything anything the adversary
could achieve by corrupting the protocol it could also achieve in the ideal interaction.



Our first maliciously-secure protocol!

o To give you a feeling for how a proof of malicious security fits together, we will
prove that OT is information-theoretically reversible.

o Suppose Alice has two messages and Bob has a choice bit, and they want to perform
OT. The good news is that they have access to an OT functionality. The bad news is
that their OT functionality “goes the wrong way.” It expects messages from Bob and
a choice bit from Alice. We’ll call this backwards OT functionality “TO.”

o We will prove that OT and TO for one-bit messages are equivalent, even in the
presence of a malicious adversary that corrupts one of the parties.

o Specifically, there exists a one-message protocol that perfectly realizes one-bit OT in
the one-bit TO-hybrid model.



Malicious OT in the TO-hybrid model

%) Let /# = {0,1} @

receives Inputs m, m, receives Input b
A :=my D m, r «— {0,1}

A r

—_— ) —
p réb

— —

c:=myDp

C

outputs m, :=r c



Correctness?

A=mO€Bm1 I’<—{O,1}

c:=myDp

outputs m, :=rc
p=r®(AAD)
—> c=myDrD (A AD)
=r® myd (myAb) D (m; ADb)

=r@® (myA (1 D b)) D (m; Ab)
= my, = (my A (1 @ b)) @ (m; A b) ... s0 the protocol is correct.




Suppose &/ maliciously corrupts Alice. We must

S [Mul lat (018 fOr Al ICE€  construct , that produces an indistinguishable

experiment (not just view) in the ideal world.

receives Inputs m, m, recelves Input b

A :=my D m, r < {0,1}
A r
—_—) —
P réb
— —
c:=myDp
C

outputs m, :=r c



Suppose &/ maliciously corrupts Alice. We must

S [Mul Iat (018 fOr Al ICE€  construct , that produces an indistinguishable

experiment (not just view) in the ideal world.

recelves inputs m, n,




Suppose &/ maliciously corrupts Alice. We must

S [Mul Iat (018 fOr AI ICE€  construct , that produces an indistinguishable

experiment (not just view) in the ideal world.

Note that by inspection of the code of we can determine
that it always holds that m, = m;.

In the real protocol, the value of 71, that Bob outputs it b = 0 is
definedby c @ r® (bAA)=c@®r=cPp.

Similarly the value of 71, that Bob outputs if » = 1 is defined by
COr=cOpD®bANA)=cODpDA=m;D A

Therefore, m/), m; these must be Alice’s effective inputs; & has
extracted them perfectly correctly.

Furthermore, p is distributed uniformly, just as in the protocol.

Therefore the distinguisher’s view in this experiment is
identical to its view in the real-world experiment.




Suppose &/ maliciously corrupts Bob. We must

S [Mmul lat [0]9 fO I BOb construct &'5 that produces an indistinguishable

experiment (not just view) in the ideal world.
Z N\
@ &

receives Inputs m, m, recelves Input b
A :=my D m, r < {0,1}

A r

—_— ) —
P réb

— —

c:=myDp

C

outputs m, :=r c



Suppose &/ maliciously corrupts Bob. We must

S [Mmul Iat [0]9 fO I BOb construct &'5 that produces an indistinguishable

experiment (not just view) in the ideal world.

v —

' -

outputs m’



Suppose &/ maliciously corrupts Bob. We must

S [Mmul Iat [0]9 fO I BOb construct &'5 that produces an indistinguishable

experiment (not just view) in the ideal world.

v a——
' -

o In the real world protocol, Alice always sends X of
c:=my@®p=my@r® (bAA), where b = r @ r’ by definition.

e Since we have calculated b’ = r @ ' = b, it we define
A = my @ m, in the ideal world (just like in the real protocol), Vo
then we havec=r@® m, =r @ my,® (b’ A A), Whicﬁ is
exactly the same distribution as in the real world.

o Since Bob is corrupted, his real-world output does’t necessarily
have anything to do with the protocol instance he has seen. .

o Bob’s output as observed by the distinguisher in the ideal world
is trivially programmed by & to have the same distribution as
the real world (regardless of the values of /', m,)). O

o Therefore the distinguisher’s view in this experiment is
identical to its view in the real-world experiment.

outputs m’




Our first maliciously-secure protocol!

e« We can combine &', and &'; into a single distinguisher &' that chooses its corruption
in the ideal world dynamically based upon which party the emulated </ corrupts.

o Notice that doing so gives us a PPT & that works for any PPT /.
o Together with the two perfect simulation arguments we gave previously, this yields:

Theorem 1: there exists a one-message protocol in the -hyrid model that pertectly
realizes in the presence of a malicious adversary that statically corrupts one party.



One of my goals in this class is to
convince you that Cryptographic Protocols
solve practical problems.

Way back at the beginning, you learned
that they can help you get a date!

What else can we do with MPC?



MPC Goes to Space

o Essentially every space launch vehicle built since the
mid-1960s was controlled by a digital computer.

e (15 years ago, the UVa CS curriculum required everyone to
learn how to program the Saturn V launch vehicle computer,
because engineering school is where you learn practical skills)



MPC Goes to Space

e Wherever you find software,
you will almost always also find software bugs.

o Even if your software is bug-free, the best-case scenario is
that the hardware operates in a very harsh environment.
e Failures” could include incorrect or inconsistent sensor data,
subtle errors due to cosmic rays causing bit flips in memory, or total crashes.




MPC Goes to Space

. Wh § , |
youejiﬁeglﬁét Pictured: the Ariane V rocket encounters

| an integer overflow bug during its first launch.
e Even if your soff

that the hardwa:

A

——~——\

(44 . 99 . . . .
e Failures” could include incorrect or inconsistent sensor data,
subtle errors due to cosmic rays causing bit flips in memory, or total crashes.



MPC Goes to Space

G -

SN

e How can we mitigate this?
e One method is to add redundancy. Multiple computers
(with independent sensors) vote on guidance commands.
o A faulty computer might produce an output that’s subtly
wrong, which means it can't easily be distinguished from
a correct output. If we assume at most one computer fails, then we intuitively need at least three.




MPC Goes to Space

o Unfortunately,
we can't go to space
yet. Even computers that
are working perfectly might

have legitimately different inputs.

o Furthermore, faulty computers might subtly misbehave
during the voting process by, sending inconsistent votes to
different recipients, or otherwise disobeying the voting protocol.

o No one computer can be trusted to count the votes. Nevertheless, all
non-faulty computers must agree on a course of action. If all non-faulty computers arrive at the
same course of action, based on their inputs, then that should be one they agree upon. Can they?
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| The Byzantine Generals Problem

“When it became clear that computers were going to
be flying commercial aircraft, NASA began funding
research to figure out how to make them reliable
enough for the task. Part of that effort was the SIFT
project at SRI. This project was perhaps most notable

for producing the Byzantine generals problem and its
solutions” —Leslie Lamport

(I couldn’t find a photo of
Marshall Pease, so please
accept this illustration from
his short science fiction story ‘==
“Generals Help Themselves™) |

But wait, what does fault-tolerant
computation have to do with military
strategy in the eastern roman empire?

Sidenote: SRI later built the Ariane V computer... oops!
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MPC Lays Siege

Three generals have encamped their
armies atop three hills outside a city.

They have agreed in advance that
Attila will decide whether they should
attack or retreat.

The three must use (trusted) messengers in
order to learn Attila’s decision.

One of the three might be a traitor, but none
of them are sure who.

If the two loyal generals both attack, they will
conquer the city. If the two loyal generals both
retreat, they will survive to fight another day:.

If one loyal general attacks, and the other retreats,
then they will be defeated. How can they be sure the
traitor won't cause this to happen?

Chinggis



MPC Lays Siege

o In particular, if Attila is a traitor,
he might instruct the others to do
diffterent things.

ATTACK!

o They might be able to detect this by
comparing the messages they receive
from him.

WA Benedict
hdnded

RETREAT!

HeE SAYS
“ATTACK"

Chinggis



MPC Lays Siege

In particular, it Attila is a traitor,
he might instruct the others to do
diffterent things.

They might be able to detect this by
comparing the messages they receive
from him.

RETREAT!

But if Benedict is the traitor in this
simple protocol, he might try to
frame Attila in order to confuse

Chinggis.

[s there a more advanced protocol
that allows them to overcome this =~ RETREAT!
problem?

HeE SAYS
“ATTACK"

This scenario is distinguished from the
first one because only Attila has an input,
and they all want to agree on what his input is.

Chinggis



Now we have two different problems
that seem very similar.

Sometimes they are equivalent (via
reduction) and sometimes not.

Both will help us to understand what can be
achieved against malicious adversaries.



Byzantine Agreement

Definition 4. Let n,7 € N such that 7 < n, and let P,, ..., P, be a group
of parties that are connected by synchronous, authenticated channels. Let 7
be a protocol in which each P; has an input bit x: € {0,1} and an output bit y. € {0,1}.
We say that 7 is a 7-secure Byzantine Agreement protocol if the following conditions
hold with all-but-negligible probability when &/ maliciously corrupts up to 7 parties:

1. Consistency: All honest parties output the same bit y.
2. Validity: If all honest parties start with the same input x, then y = x.

Think back to the beginning of the class, when we introduced the idea of simulation-
based security definitions, we said it was also possible to define the security of a
protocol by enumerating specific properties. This is what we have done above!

Notice that we specified malicious corruptions. What about honest corruptions?



Byzantine Agreement

Definition 4. Let n,7 € N such that 7 < n, and let P,, ..., P, be a group
of parties that are connected by synchronous, authenticated channels. Let 7

be a protocol in which each P; has an input bit x: € {0,1} and an output bit y. € {0,1}.
We say that 7 is a 7-secure Byzantine Agreement protocol if the following conditions
hold with all-but-negligible probability when &/ maliciously corrupts up to 7 parties:

1. Consistency: All honest parties output the same bit y.
2. Validity: If all honest parties start with the same input x, then y = x.

This definition is weaker than a simulation-based definition, so when we prove it is
impossible to achieve, we have proven a stronger bound.

In particular, ruling this out rules out any protocol that realizes any functionality that
has the above properties. Can you think of such a functionality?



Byzantine Agreement

« We won't use BA protocols directly in any of our constructions in this
class, but we will use the concept of BA to rule out that malicious security is
possible for certain functionalities in certain parameter regimes.

o This doesn't mean BA isn’'t directly useful though!

o Byzantine Agreement is also known as consensus. This is the most basic security
property that Blockchain protocols must achieve. Many modern advancements in
the consensus literature are motivated by (or derive techniques from) blockchains.

O ¢




Byzantine Generals (Broadcast) {3 . =
A

Definition 5. Let n,7 € N such that 7 < n, and let P,, ..., P, be a group
of parties that are connected by synchronous, authenticated channels. Let 7 be a

protocol in which P, has an input x € {0,] } and every P, produces an output
y; € {0,1}. We say that 7 is a 7-secure Broadcast protocol if the following conditions

hold with all-but-negligible probability when &/ maliciously corrupts up to 7 parties:

1. Consistency: All honest parties output the same bit y.
2. Validity: It P, is honest, then y = x.

As before, this is a property-based definition. A broadcast functionality simply takes an
input from one party and outputs it to all others. In other words, a simulation-secure

broadcast protocol is one that securely computes f(m, 4, ..., 1) = (m,m, ..., m).

Do you agree that the broadcast functionality satisfies the properties?



Roadmap for the Next Two-ish Lectures

Theorem 2: In the setting where r < n/2, there exists a -secure BA protocol if an
only if there exists a 7-secure broadcast protocol.

Theorem 3: When 1 > n/3, there does not exist a 7-secure BA protocol in the plain
model, even assuming authenticated channels.

Theorem 4: When 1 < n/3, there exists a pertectly 7-secure BA protocol in the plain
model, assuming authenticated channels.

Theorem 5. Assuming the existence of one-way functions and a public-key
infrastructure, there exists a (computationally) 7-secure broadcast protocol in the
setting where 7 < n.

First, a question: why can't a t-secure BA protocol exist whent > n/2?



BA —> Broadcast

To prove Theorem 2, we will consider each direction of the implication individually.

Lemma 1: Let 7 < n. If there exists r-secure BA, then there exists 7-secure broadcast.

Proof: Consider the following putative broadcast protocol:

1. P, sends x to all parties. Let x: denote the alleged value of x actually received by P,
and let x; = 0 if no message was received by P..

2. 'The parties P, ..., P, run BA on inputs (x, ..., x,).
Consistency of Broadcast: follows trivially from consistency of the BA protocol!

Validity of Broadcast: if P, is honest, then every P. receives x. = x; given this fact,
validity of broadcast follows from validity of the BA protocol. B



Broadcast =—> BA

Lemma 2: Let 7 < n/2. If there exists r-secure broadcast, then there exists -secure BA

Proof: Consider the following putative BA protocol:

1. Every P.broadcasts x; to all parties. Let x; denote the alleged value of x; actually
received by P; for all j € [n]\{/}, and let x; = 0 if P, fails to broadcast at all.

2. 'The parties P, ..., P, output the majority function on (x,, ...x,). If there is no
majority, then they output 0.

Consistency of BA: By the consistency of the broadcast protocol, all honest parties
agree on (X, ...x,), and the majority function is deterministic.

Validity of Broadcast: Suppose there is some x such that every honest P, has x; = x.
Since ¢ < n/2, the majority of (X, ...x ) must be x. B
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