CS4501 Cryptographic Protocols
Lecture 10: GRR Example,
Composition in a Perfect World

https://jackdoerner.net/teaching/#2026/Spring/CS4501



Recap: The -Hybrid Model

o Hybrid Models are models of the world that blend aspects of the Ideal
and Real world models. The parties run a non-trivial protocol, like in the
real world, but one or more functionalities also participate in the protocol.
This is another world on which the Distinguisher can run experiments!

the Adversary &/

the Distinguisher &



Recap: The -Hybrid Model

o Hybrid Models are models of the world that blend aspects of the Ideal
and Real world models. The parties run a non-trivial protocol, like in the
real world, but one or more functionalities also participate in the protocol.
This is another world on which the Distinguisher can run experiments!

o The usefulness of hybrid models comes from the transitivity of
indistinguishability: if no algorithm can distinguish the real world from
a hybrid world, and no algorithm can distinguish the same hybrid world from
the ideal world, then the real and ideal worlds must also be indistinguishable.

o Looking at it another way, hybrid models allow us to break down protocols
and their security proofs into self-contained, reusable components rather than
constructing and proving them monolithically.



Recap: How to Use the -Hybrid Model

1. Construct the BGW protocol 75, for any (possibly nonlinear) circuit in
the -hybrid model (we just need to add multiplication gates!)

2. Prove that 75, realizes
3. Design another protocol . , that realizes

4. Prove that security is maintained if we replace with 7_ .

Lemma 1: Letp > n > 1,letf: ) — [ be any randomized n-ary tunction, and let C

be a circuit that computes /. Assuming synchronicity and secure channels,
meaw(7, 1, p, C) pertectly realizes in the presence of a semi-

honest &/ that statically corrupts up to n — 1 parties in the -hybrid model.

Proved in Lecture 8!



Recap: How to Use the -Hybrid Model

1. Construct the BGW protocol 75, for any (possibly nonlinear) circuit in
the -hybrid model (we just need to add multiplication gates!)

2. Prove that 75, realizes
3. Design another protocol _ , that realizes

4. Prove that security is maintained if we replace with 7_ .

Lemma 2: Let 27 < n < p. Assuming synchrony and secure point-to-point channels

there exists an n-party protocol that perfectly realizes in the presence of a
semi-honest adversary that statically corrupts up to 7 parties.

Lecture 8: why this is nontrivial. Lecture 9: two protocols.



Recap: How to Use the -Hybrid Model

4. Prove that security is maintained if we replace with z_ . Today!

Perfect MPC Composition Theorem: Let 7 < n.

e Let .. bean n-party protocol in the -hybrid model that perfectly realizes

in the presence of a semi-honest adversary that statically corrupts up to 7
parties, assuming synchrony and secure point-to-point channels.

e Let . _ bean n-party protocol that perfectly realizes in the presence of a

semi-honest adversary that statically corrupts up to 7 parties, assuming synchrony
and secure point-to-point channels.

F . . : :
o If 77 imer"Tirer s 7z o With every call to replaced by an invocation of 7___ .
o Then r_ ime"me perfectly realizes in the presence of a semi-honest adversary

that statically corrupts up to 7 parties, assuming synchrony and secure
point-to-point channels.



Recap: How to Use the -Hybrid Model

1. Construct the BGW protocol 75, for any (possibly nonlinear) circuit in
the -hybrid model (we just need to add multiplication gates!)

2. Prove that 75, realizes
3. Design another protocol _ , that realizes

4. Prove that security is maintained if we replace with 7_ .

Putting it together...

Perfect MPC Feasibility Theorem: Let 27 < n < p. Assuming synchrony and secure
point-to-point channels there exists an n-party protocol that perfectly realizes
in the presence of a semi-honest adversary that statically corrupts up to 7 parties.



3b. Recap: The GRR Protocol



Motivation

T ,
Multiplication: we have f < & | andf < & ,and weneed g « & .

We need 2 things from g:
1. To achieve privacy, it must be uniform among polynomials of degree 7.

2. To achieve correctness, it must have degree 7 and g(0) = w - w".

What we have from ¢ = 1"

3. Although g isn’t uniform and it has the wrong degree, it does encode the right
value (i.e. 2(0) = w - w'). If we define the n Lagrange bases 7.(x) Vi € [n] with

respect to the x-coordinates [7], then we have
wew'= ) £(0) - §(i)

1€|n]

Observation: looking at it another way, we are trying to find a degree-1
Shamir sharing of this equation. Is there an easy way using tools we know?




Shares of Shares?

Suppose we wanted to securely compute y = Z . c; - x; where each party P,
len

tor i € [n] has input x; € [, and the ¢, are public constants. How would we do it?

Using the pieces of the BGW protocol:
1. Every P, samples (x;) < Share,, /(x;) and sends (x;); to P, for j € [n]\{i}

2. Every P. computes (y), = Z .
jie[n

3. The parties reconstruct y from (y).

¢; - (x;);- This ls linear, and thus local.

Notice:

o 'The security of this protocol has nothing to do with the distribution of the x.
values. They can be completely arbitrary, and yet (y) is a uniform sharing.

o Ifweletc, =7.(0)and x; = 2(i) then (y) is a uniform degree- sharing of 2(0)!



Putting it Together: 7xr(7, 1, p).

Inputs: Every P, for i € [n] has input (w); = /(i) where f € &, and input
(w'). = f(i) where [ & P 1w

1. Every P, locally computes g(i) = f(i) - f'(i) = (w); - (w');. Note that g € &,
2. Every P, samples (g(i)) < Share,, (g(i)) and sends (g(i)); to P; for j € [n]\{i}.

£40) - (&()));

3. Every P, computes (w - W'>i — Z ]/
JEln

Outputs: Each P, ends with (w - w')..



Another Look at 7zp(72, 1, p).

Local Values/Ops Values Transmitted By
P, P, P,
Polynomial f(x) - f(x) = 2(x) g(x)
EFncoded Value w - w' = w-w' | £0)- 2(1) --+£0)-2G) - +7¢,0)-2(n) = w-w

Share of P, (w)y - (W), =2 &) | £1(0)-(2(D)), = +£(0) - (30)), = + 4,0 - (&m), = (w-w),

(w-w'),

Share of 1;’1- <W>z <W,>z : §(.i) £1(0) - (g(1)); - +7Z/0)-(g(D)); -+ £,0)-(g(n)),

A\

1 8(.71) £,(0) - (§(1)),, -+ +£/0) - (&), --- + £,(0) - (&(n)),

(W - w')

Share of P, (W), - (W),

n




Another Worked Example

o 1=1,n=3, p=2>5,s0we have 3 parties (P, P,, P;), with at least two honest, and
they work over [. Once again, P, will be corrupted.

e« Remember our circuit from earlier? We will use the values we assigned to the wires
and do this gate as our example.

q —~ O
%!

e« Remember that we had w, =2, wy, =1, w, = 2,
(wy) =(0,3,1), (w;) = (0,4,3), and {(w,) = (4,1,3).



IM(11},105, 105, 14}) = sim




Sim({1}, 10}, 10}, 14})

Inputs: Copy the inputs of the corrupt
parties into their views.




7arr(3,1,9)

Inputs: Every P. for i € [n] has input
(wy); = f(i) where f € &, and input
(w3); = f'(i) where " € &,

9t9W3.

1. Every P, locally computes
§(0) =) - f1(D) = (wy); - (W)

The parties do this deterministic
operation locally.



Slm({1}9{0}9{0}9{4}) Vi€W3

Inputs: Copy the inputs of the corrupt (Wy)3 =
parties into their views. (W3)3 =

8§B3) =

1. Forevery: € /, compute
2(1) == (wy),; - (w;); and copy this value
into the view of corrupted P..

Sim does this deterministic operation.




7arr(3,1,9)

Inputs: Every P. for i € [n] has input
(wy); = f(i) where f € &, and input
(w3); = f'(i) where " € P,

,t,W3.

1. Every P, locally computes
g@) = f) - (D) = (wy); - (w3)s.

2. Every P; samples (2(i)) < Share, , (2(i))
and sends (§(i))j to P for j € [n]\{i}.

P, samples a; < s and sets fj(x) = a; - x + g(1).
w.p. 1/5, fix)=1x+0 = (g(1)) = (1,2,3)




VIEW,

(Wy)y =3
(W3), =4
g2)=2

(&(1)), =2

(82) =1
(8(2)), =0
(8(2)); =4

7arr(3,1,9)

Inputs: Every P. for i € [n] has input
(wy); = f(i) where f € &, and input
(w3); = f'(i) where " € P,

,t,W3'

1. Every P, locally computes
§(0) =) - f1() = (wy); - (W)

2. Every P; samples (2(i)) < Share, , (2(i))
and sends (g(i)); to P; tor j € [n]\{i}.

P, samples a, < Fs and sets f,(x) = a, - x + 2(2).
wp. 1/5, f1(0) = dx +2 = (8(2)) = (1.04)



VIEW |
(w); =0

(w3)1 =0
.| 2(1)=0
* Kg(l)), =1
. (&(1)), =2
. [(&(1)); =3
" K&(2)); =1

* 1K8(3)), =4

ViEeW3

(wy)3 =1
(W3)3 =3
g(3) =3

vView,

(Wy)y =3
(W3), =4
g2) =2

(8(1)), =2
(&(1)); =3

(82) =1
(8(2)), =0
(8(2)); =4

(8(2)); =4
(8(3)); =4
(8(3)), =0
(8(3)); =1

(8(3)), =0

7arr(3,1,9)

Inputs: Every P. for i € [n] has input
(wy); = f(i) where f € &, and input
(w3); = f'(i) where " € P,

,t,W3'

1. Every P, locally computes
§(0) =) - f1() = (wy); - (W)

2. Every P; samples (2(i)) < Share, , (2(i))
and sends (g(i)); to P; tor j € [n]\{i}.

P; samples a, < [Fs and sets f3(x) = a3 - x + 2(3).
w.p. 1/5, f(x) =1x+3 = (g(3)) = 4,0,1)



Sim({1}, 10}, 10}, 14})

Inputs: Copy the inputs of the corrupt
parties into their views.

1. Foreveryi € /, compute
2(1) := (wy); - (W), and copy this value
into the view of corrupted P..

2. Fori e I, sample (g(i)) < Share,, (2(7)),

and for /1 € [n]\/, sample (2(h)); < [

p b

subject to the restriction that

()= 2 £0)- (&)

Sim samples a; < s and sets f;(x) = a; - x + x;.

w.p. 1/5, fi(x) =1x+0 = (g(1)) = (1,2,3)

Sim samples (2(2)); <

F. w.p. 1/5, (2(2)); = 1

* 1K8(3)), =4

VIEW |
(wi); =0

(w3); =0
g(l)=0

* Kg(1)), =1
. (&(1)), =2
. [(&(1)); =3
* K&(2)); =1

View,

(Wy)y =3
(w3), =4
g2) =2

(&(1)), =2

(82)); =1
(8(2)), =0
(8(2)); =4

(8(3)), =0

ViEW:-

(W1)3 =

8§03) =

(8(1))5 =

(8(2)); =
(8(3)); =
(8(3)), =
(8(3))3 =



1. Forevery: € [/, compute
2(1) :== (w,),; - (w;), and copy this value
into the view of corrupted P..

2. Fori € I, sample (g(i)) < Share,, (g(1)),
and for & € [n]\/, sample (g(h)) < [,

subject to the restriction that

()= 2. £0)- (&),

sim1
(wi); =0

(w3); =0
g(l)=0

Sim samples a; < [Fs and sets f;(x) = a; - x + x;.
w.p. 1/5, fi(x) =1x+0 = (g(1)) = (1,2,3)

Sim samples (£(2)); < Fs. w.p. 1/5, (g(2)); =1

We relative to x-coords (0,1,2), we have £,(3) = 1,
£,(3) =2, ¢,(3) = 3. Recall that (w,), = (£(0))..
Interpolating to find the value of the polynomial
(2(x)) at x = 3 yields:

(B3N = Y, £(3)- (8()), =4

JEI0,2]

(g(); =1 .
(@), =2 »
(&(1); =31 .
(8(2)); =1 .

(8B3))1 =4] . K83 =4

View
(wi); =0

(w3); =0
g(l)=0

* Kg(1)), =1
+ [<8(1)), =2
. [(&(1)); =3
* K&(2)); =1

VIEW,

(Wy)y =3
(w3), =4
g2) =2

(8(1)), =2

(8(2)), =1
(8(2)), =0
(8(2)); =4

(8(3)), =0

(8(2)); =
(8(3)); =
(8(3)), =
(8(3))3 =



1. Forevery: € [/, compute
2(1) := (wy); - (W), and copy this value
into the view of corrupted P..

2. Fori € I, sample (g(i)) < Share,, (g(1)),
and for i € [n]\/, sample (g(h)). < [,

subject to the restriction that

(Wy); = Zje[n] £/0) - <&()));

3. Copy the outputs of the corrupt parties
into their views.

Sim samples a; < [Fs and sets f;(x) = a; - x + x;.
w.p. 1/5, f(x)=1x+0 = (2(1)) = (1,2,3)

Sim samples (£(2)); < Fs. w.p. 1/5, (g(2)); =1

We relative to x-coords (0,1,2), we have £,(3) = 1,
£,(3) =2, ¢,(3) = 3. Recall that (w,), = (£(0))..
Interpolating to find the value of the polynomial
(2(x)) at x = 3 yields:

(83 = Y, £3)-(8()), =4

JEI0,2]

sim1
(wi); =0

(w3); =0
g(l)=0

(Wy) =4

(&), =1 X
(&(1)), =2 X
(&(1)); =31 .
(), =11 :

(8(3) =4]

VIEW |

(wi); =0
(w3); =0
. | 2(1)=0
gl [¥4¢
o 548

D)) =1
) =2

. [(aC
* K8(2), =1

)z =3

* K&(3)) =4

View,

(Wy)y =3
(w3), =4
g2) =2

(&(1)), =2

(82)); =1
(8(2)), =0
(8(2)); =4

(8(3)), =0

ViEW:-

(W1)3 =

8§03) =

(8(1))5 =

(8(2)); =
(8(3)); =
(8(3)), =
(8(3))3 =



VIEW |
(w); =0

(w3)1 =0
.| 2(1)=0
* Kg(l)), =1
. (&(1)), =2
. [K&(1)); =3
" K&(2)); =1

(8(3)), =4

(Wy) =4

vView,

(Wy)y =3
(W3), =4
g2) =2

(&(1)), =2

(82) =1
(8(2)), =0
(8(2)); =4

(8(3)), =0

(W) =1

1. Every P, locally computes
§(0) =) - f1() = (wy); - (W)

2. Every P; samples (2(i)) < Share, , (2(i))
and sends (2(7)); to P; tor j € [n]\{i}.
ViEeW3

(wy)z =1

(W3)3 =3
g(3) =3

3. Every P, computes

wyi= Y 20 @)

JEIn]

Outputs: Each P; ends with (w,)..

5(1)). — 3
(&()s We relative to x-coords (1,2,3), we have Z(0) = 3,

£,(0) =2,750) = 1.
P, interpolates to find the value of the polynomial
(8(x)); at x = 0 yielding:

(wy)1 = (2(0), = ) £/0)- (3()), =0

JEI[n]

(8(2)); =4
(&(3)); =4
(8(3)), =0
(8(3)); =1

(Wy)3 =3

P, and P; do equivalently to find their outputs.



Final Views at Experiment End

sim1
(w); =0

(w3); =0
g(1)=0

(Wy) =4

(g()); =1 .
(&(1)), =2 X
(&(1); =31 .
(8(2)); =1 .

(83N =4 :

logic

VIEW |
(w); =0

(w3); =0
g(1)=0

* Kg(l)), =1
. (&(1)), =2
. [(&(1)); =3
" K&(2)); =1

* 1¢g(3)), =4

(W) =4

View,

(Wy)y =3
(W3), =4
g2)=2

(&(1)), =2

(82) =1
(8(2)), =0
(812)); =4

(8(3)), =0

(W) =1

ViEeW3

(wy)3=1
(W3)3 =3
g(33) =3

(&(1)); =3

(8(2)); =4
(&(3)); =4
(8(3)), =0
(8(3)); =1

(Wy)3 =3




4. Composition Theorem



The Theorem (again)

Perfect MPC Composition Theorem: Let 7 < n.

uter D€ @n n-party protocol in the -hybrid model that perfectly realizes
in the presence of a semi-honest adversary that statically corrupts up to 7
parties, assuming synchrony and secure point-to-point channels.

o letnrn

_ .. be an n-party protocol that perfectly realizes in the presence of a
semi-honest adversary that statically corrupts up to 7 parties, assuming synchrony
and secure point-to-point channels.

of

o Let

N — T . . . .
o If 7z imer"Tirer s 7z o With every call to replaced by an invocation of 7___ .
o Then r_ ime"me perfectly realizes in the presence of a semi-honest adversary

that statically corrupts up to 7 parties, assuming synchrony and secure
point-to-point channels.



The -ldeal World T

in -Hybrid Model The -Ideal World ... in Real World




The -ldeal World T

in -Hybrid Model The -Ideal World ... in Real World




The -ldeal World T

in -Hybrid Model The -Ideal World ... in Real World

The -ldeal World a7 imer ™ %ier in Real World

outer




The -ldeal World T

in -Hybrid Model The -Ideal World ... in Real World

The -ldeal World a7 imer ™ %ier in Real World

outer

o If corrupts P, in r_ ., it also

corrupts £, in r,

uter

nner:

e Neednew &', .. that works

for the composed distribution!

e The only thing we know is that
S outer and &' exist. We must
/{

outer Inher

use those facts to build &

composed*

composed



Problems we might run into:

uter Might invoke many times. Inputs to can be correlated between

different invocations, and correlated with other messages in 7_ ...

v/

.. & can use something it learned in one instance of

to help it break security in a different instance of 7., .. When we proved that
... realizes , our proof was “in a vacuum.” We considered only one instance
running in a universe by itself!

After is replaced with

ﬂinner

We do not know anything about how 7_ ... and 7, . work. We only know lemmas
that z_ ., realizes under &' .., and 7, ., that realizes under & .
This means we have to build our proof that z_ "™ realizes under & ooced

exclusively out of those two lemmas!



Steps to Achieve Composition

1. Construct the composed protocol 7 {;”rer_)”‘””er.
2. Construct a composed simulator &' .. for every &/ that might attack 7 ut'fé”rer_)”‘””er.
3. Prove that if there is a combination of (</, &) that can distinguish 7~ t'g”reﬁ”'””er
from under & ..q then at least one of two things must exist:
e a combination of (&', &) that can distinguish 7_ .. from under &' ..
contradicting the security of 7_ .. .
e a combination of (</', &’) that can distinguish 7. from under &,

contradicting the security of 7 __ .



Recall: The -Hybrid Model

o In this class, we assume that in a hybrid model, all communication
happens in rounds (i.e. we have synchrony) and that in every round, the
parties communicate in one of the following mutually exclusive ways:

o They send messages to one another over secure point-to-point channels,
just like in the real world.

o They send messages to , and receive a reply,
just like in the ideal world.

\ @
{ ] { ]
) =) )

a

Round 1 Round 2 Round 3 Round 4 Round 5



1. Constructing T 7 inner

Fz
— Tinner

uter

) ) )
@ 27 | O @ oo NG
/ ‘* N = ?
)
Touter I I ‘a‘@é I I
& @ O = | & =)
\J //77’>\) ///\\) \J
Round 1 Round 2: invoke Round 3 Round 4 Round 5: invoke
F iner= e o At the end of round 1, the parties have inputs to send to
outer

Round 1of 7.,

. takes the same inputs as
the same outputs. We can drop it into place!

e Remember,

and produces



1. Constructing 7_

/’\

0’

mner

uter

— Tinner

V ; /,;7@\)

Touter I I I I
(7N G2\ )

“~) 4/‘ “~) 4/‘
Round 1 Round 4
@
g @)
: ;

Round 1 of 7,

///

Round 3 of 7.,

)

Round 4 of 7.,




A closer look at &

outer

o Remember, when &/ is semi-honest, we said it was sufficient for &'_ .. to internally
run an algorithm Sim, ., which uses the inputs and outputs of the corrupt parties
in 7. to produce something indistinguishable from the view of the corrupt

parties in Note that &' works similarly with Sim;, ...

ﬂouter'

4 4
CS)Outer I I
Si Moyter N Ry N N D
Wi (Z) ) Sl ) () | &)
“~Ef ~E <

Round 1 Round 2 Round 3 Round 4 Round 5



Constructing &

composed
4 4 4
Cyouter I l l»
Sim y Y y y Wy
o s ) O = /Y W ) o =i
aN K @ &) &) @
Round 1 Round 2 Round 3 Round 4 Round 5
. e Atthe endofround1, & composed knows the inp.uts that the
composed y corrupt parties will send to It can use Sim ., to
SiMcomposed By get the outputs that they will receive from in round 2.
e . However, the protocol 7~ ime~ "mer yses 7. instead of
outer Inner

Use Simgter to simulate

round 1 of

outer

o Good news: Simj,.., can simulate 7z.____ using the same IO!



Constructing &

CS)outer I
SiMoyter ‘

composed

?

¥

\ \
N Y
V= } @ y y b 4@
//// /,/// ‘ //// ‘ //// < //// \
~SE &' ~E S &
Round 1 Round 2 Round 3 Round 4 Round 5
CSj 1 1 4 4 4
composed I I I I I
Sim
comporad (ST L7 L7 | e
'\»4/' ] ] < s ] <«

Use Simgter to simulate

round 1of 7.,

Use Simgter to simulate
corrupt 1O of 7 .. and
Siminer to simulate all

rounds of 7.

Use Simgter to simulate

round 3 of 7_.,

Use Simgter to simulate

round 4 of 7_..

y

Use Simgter to simulate
corrupt 10 of 7. and
Simi,ner to simulate all

rounds of 7.



Now we have a protocol and simulator...

AJ
L
=
3
—
o
&Q\\\\

T Inner inner G\
outer 7\

Round 1 of #

outer

(all rounds)

Invoke 7.

Round 3 of #

outer

&,
)

Round 4 of «

outer

(all rounds)

Invoke 7.

ldeal World
S

Si Mcomposed

composed

]

&
A«

Use Simgter to simulate

round 1of 7.,

?

SES

\4/'

Use Simg, e to simulate
corrupt 1O of 7 .. and
Siminer to simulate all

rounds of 7.

ﬁ

S

\4/‘

Use Simg e to simulate

round 3 of 7_.,

Use Simgter to simulate

round 4 of 7_..

?

S

'\54/'

Use Simgter to simulate
corrupt 10 of 7. and
Simi,ner to simulate all

rounds of 7.



Now we have a protocol and simulator...

Real World &)
‘O};inner_)ﬂinner
ﬂouter @

'\5‘/'

O O O
e | Ot | Frrad)
I | ‘ o )

% Suppose we had an adversary &/ and distinguisher & %)
that could tell these two distributions apart... 3

We need to show that the existence of (&/,%)

Round 1 of Invok l d : : d
OHnE 1O fouer VOke e (all rounds) contradicts the security of one of the uncomposed *
protocols, 7_ ... and 7, ..
Problem: &/ and & can use information from r_ .,
ldeal World
and multiple instances of 7. to distinguish. How can
S composed 1 1 we relate them to a single instance of either 7_ .. or 7.7

| ] ] — ﬁ -
Si Mcomposed ' 4 ‘):*7@&

"] o P \.«' o P B

Use Simgter to simulate Use Simgter to simulate Use Simgter to simulate Use Simgter to simulate Use Simgter to simulate
round 1 of 7_,., corrupt 10 of 7_ ... and round 3 of 7_., round 4 of 7_.. corrupt 10 of 7. and
Siminer to simulate all Simi,ner to simulate all

rounds of =

rounds Ofﬂ' Inner

inner



Now we have a protocol and simulator...

e
Real World &) @

41

4 inner Inner
Touter & )

")

Round 1 of #

outer

\

(all rounds)

Invoke 7.

|deal World
053 4

composed

Simcomposed ‘
S ) «

Use Simgter to simulate

round 1 of 7_,.,

]
=)
@] «/‘

Use Simg,er to simulate
corrupt 1O of 7 .. and
Siminer to simulate all

rounds of 7.

In other words, we changed too much at once! Z

What if we designed a sequence of distributions that I

G\/ []
blend features of 7_ Finner™Tinner ad Sim ? %
iEr composed )

Each distribution in the sequence will replace exactly

one protocol invocation (7, ., or 7_,..) With one simulator

1ds)
invocation (Sim;ner OF SiMgyter)-

We call these distributions hybrid distributions. If we
prove that every neighboring pair is indistinguishable,
then tmnsitivity allows us to conclude that the endpoints

(Jzout';”rer “imer and Simcomposed) are indistinguishable too!

Note: hybrid distributions should not be confused with N
hybrid models. We use the former to design protocols and
the latter to gradually show indistinguishability in proofs.

Treree s 4 4 IUIa’te
round 4 of 7_.. corrupt 10 of 7_ ... and
Simi,ner to simulate all

rounds of 7.

U Lwi

round 3 of 7_.,




We have a protocol and a hybrid distribution
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Fo T
71' Inne inner / \ ’\
outer aa ;,@\

~6)

Round 1 of 7.,

Invoke 7. (a

' /'

[l rounds)

/’\

@

@
()

Round 3 of 7.,

@

]

Round 4 of

B

]Z-O uter

-0

G2\
AN
Ng

‘s@\
S

(all rounds)

nnnnn

Hybrid Dist.
%1

Round 3 of 7.,

Round 4 of

ﬂouter

/ 4
/)
K,
Use to compute

outputs and
Simi,ner to simulate all
rounds of 7.



We have a protocol and a hybrid distribution

Z

N

)

4

/’\

)

]

'\»4/'

Invoke =

(all rounds)

K/'@M \ WA ! - N ! « 2N \
Real World &) @ — ()
. A I I Remember, everything apart from the real world I
inner — Zlinner , - - ,
T tor 4@'@\, is a thought experiment. i (/@
2
> ) « A hybrid distribution is coherent in the sense that | <~
cound 1 of it can sampled by an omniscient “game master”
ound 1 of : : Ty ter
) e who has access to the internal state of all parties. >
However, it will generally not be possible to for
Zh an adversary to sample a hybrid distribution on
pu N @' 77/ ‘ its own (like it can with the full simulation in the | 77/ _
o @ ideal world) and it will generally not make sense (")
Hybrid D/;;} I I to run a hybrid distribution in the real world I
1 @ (like the protocol) . @
~~F) |«

Round 4 of

outer

(all rounds) Round 3 of =

Invokeyz outer

inner

Round 1 of

outer

Use

]
SHE

77/\‘)

to compute
outputs and

Simi,ner to simulate all

rounds of 7

inner



7\ )
Real World (] . @A\) a . @A\)
gin;geii_)ﬂinner I
TSP el !
) > )
Round 1of 7., Invoke 7 .. (all rounds) Round 3 of 7., Round 4 of 7_.., Invoke 7. (all rounds)

o Suppose towards contradiction that there
exists a distinguisher & that can tell these
two distributions apart.

o We want to show that we can use
< to build another distinguisher &’
that can distinguish just the corrupt

e i.e. if we label them 0 and 1, suppose that View Of Trinne, from Siminner, Which

7 , contradicts the security of =
Pr | outputs 1 given ﬂ(‘)ﬁi”f‘ef Timer | £ Pr[2 outputs 1 given #] y |

ter

nner:

O
Hybrid Dist.
ybri /;,;1 I I X 4
SEE | 6 A
//7’7@\) « @) «

Round 1 of

outer

Invoke =

(all rounds) Round 3 of =

inner

Round 4 of

Use to compute
outputs and
Simi,ner to simulate all

rounds of 7.



Building 4" using & (a Security Reduction).

via of’

7aner

+ Slminner
via &

"1s exposed to an experiment wherein it is given
ezther a real or simulated view of the corrupt parties
in 7z, ... Recall that these views are supplied by &/
and &' respectively. We will assume is collaborating
with the &/’ that returns everything it can see.

' can run & "in its head” (i.e. as a subrouoicine)
— T

Since & only knows how to distinguish 7 t'g‘rer inner

from 7|, &Y’ must construct one of those two.
2’ also emulates the specific &/ that makes & effective.

The goal is to make it so that if & guesses correctly
whether it sees 7 Fier ™ Tiver or 771, then 2’ guesses

uter
correctly Whether it sees .. .. oOr + SIM;pner

Inner

The good news is that the only difference between

g e Tmer and 7, is that one call to 7. is replaced

by a call to + SiMinner- This is exactly the same
as the difference between the two distributions that

<’ might be seeing!



Building 4" using .

via of’

ﬂinner

O o 'The initial rounds of z_ ime"me and 7| are

ter
identical, so &' can simply sample them in its

O head tor & and .

o Arriving at the last round, &’ knows the inputs
of all parties for the next step. It also knows
which parties the &/ working with & has
corrupted in the emulated experiment.




Building 4" using .

via of’

ﬂinner

o Since &' controls the inputs in its own
experiment, it can set them to be the ones that
it generated in its head using the first rounds
Of ﬂ-‘/rinner_nt

Inner
outer /%1

o 'also instructs its own adversary (either </’
or &) to corrupt the same parties that </ asked
to corrupt in the emulated experiment.



Building 4" using .

via/' L o

ﬂinner

o After doing this, &' receives a view from either
/" or &' (it does not know which) and it embeds
that view back into the experiment in its head

for & and </ as the final round.




Building 4" using .

via/' L o

ﬂinner

o After doing this, &' receives a view from either
/" or &' (it does not know which) and it embeds
that view back into the experiment in its head

for & and </ as the final round.




Building 4" using .

viaof =TT T~

ﬂinner

If 9’ receives a view of 7, then, the

distribution it construct for & is exactly a view

o
Of ﬂ-‘/rinner_)ﬂinner
outer



Building 4" using .

—

. then, the
distribution it constructs for & is exactly a
® view of 777 ime ™7

O o If Y receives a view of -

Inner
outer

o If Y’ receives a view of + SIMinner, then
the distribution it constructs for & is exactly
a view of 7.




Building 4" using .

via of’

ﬂinner

o It is important that the two possible views
in the emulated experiment be identically

distributed to 7z_ ™" and 7|, because

those are the only views that & and &/ are
guaranteed to work correctly on.

e In some sense, we are playing a trick on &
and /. If they detect it, they might refuse to
do anything!



Building 4" using .

via of’

-
F (3
v/

&
/
8 A

7aner

B\ H /—:\’
=" S a’v

" \’

)

) ‘\‘
=3

o In this case, the emulated views are perfect,
so &' distinguishes just as eftectively as .

o However, one of our premises was that
T o TEalizes . This implies that no

eftective distinguisher &’ can exist.

o Putting these facts together, no effective
dlstmglulsher < can exist, and thus 7,

and 7z e “mer are identically distributed!



Hybrid Dist. I

Each hybrid distribution makes one change.

&,

Z |

A

{

&,

Hybrid Dist. I

S /) SHE e s
G | NG e =
Round 1 of 7., Invoke 7, .. (all rounds) Round 4 of 7., Use to corcl;pute

outputs an
Siminer to simulate all
rounds of 7.
Iz
* |

7

Round 1of 7.,

Use to compute
outputs and
Simiqner to simulate all

rounds of 7.

Round 3 of 7.,

Round 4 of 7.,

Use to compute
outputs and
Simi,ner to simulate all

rounds of 7,



Each hybrid distribution makes one change.

S,
~

Hybrid Dist. I I
e

S )«

Round 1of 7.,

ZA
Pad SN
Ng
Hybrid Dist. I I
7

Round 1 of

outer

Ra. N AN

Ra. 2N AN

s,
AR
{

G2\ ()
Y *’t \
\_m,/

er

The exact same argument that convinced us that

o
innner

outer

— Tlinner —

can be repeated to convince us that 7', = 7,
from the distinguisher’s perspective.

Use to compute
outputs and
Simiqner to simulate all

rounds of 7.

P
Sl
) «

Round 3 of #

outer

7 | from the distinguisher’s perspective

Use to compute
outputs and
Siminer to simulate all

rounds of 7.

Round 4 of =

outer

*

]
S

'\»4/

Use to compute
outputs and
Simi,ner to simulate all

rounds of 7,



Each hybrid distribution makes one change.

N
a ’7’ ) 4
t ) )
H I
2 & s =
V= ‘ N 2
@) )« @] <
, ) /
Round 1 of 7, Use to compute Round 3 of 7, Round 4 of 7., Use ; ‘Eto con:jqpute
tputs and outputs an
SiminnoelrJ tl?)usismallflate all Siminer to simulate all
rounds of 7, .. rounds of 7 ..

« Now we have replaced all invocations of 7z, . with simulations that
were created using Simj, .

o« We do not need to know the honest parties internal state to use
SiMinners though; we only need the internal state of the corrupt parties.

o 'This means that we can finally replace the outer protocol 7,
simulation created using Simge,!

o With a



Each hybrid distribution makes one change.

A
GTNG

Hybrid Dist. I
%2

A
A«
G

A
o ey

Round 1 of 7, Use to compute Round 3 of 7., Round 4 of 7., Use to compute
outputs and ~ outputs and
Simi,ner to simulate all Simi,ner to simulate all
rounds of 7, .. rounds of 7 ..
ldeal World
1 1 1 1

&

composed I
SiMcom posed ‘

Use Simgter to simulate

round 1of 7.,

]
S

\4/'

Use Simg, e to simulate
corrupt 1O of 7 .. and
Siminer to simulate all

rounds of 7.

]
S

'\54/'

Use Simg e to simulate

round 3 of 7_.,

]
S

af/\\)

Use Simgter to simulate

round 4 of 7_..

]
S

'\54/'

Use Simgter to simulate
corrupt 10 of 7. and
Simi,ner to simulate all

rounds of 7.



Each hybrid distribution makes one change.
/’\

Hybrid Dist. I
%2

Round

1of n

outer

ldeal World
S

Si Mcomposed

composed

]
4

N
'\54/

Use Simgter to simulate

round 1 of

outer

LN | g

We can write another security reduction, but this time we
will use any distinguisher & that can tell /7, apart from
SiMcomposed t0 build a distinguisher &’ that contradicts the

lemma that 7_ .,

realizes

By contraposition we conclude that 7, = (Simomposed: ).

Finally, by the transitivity of = we can see that the view of <&/

in ﬂ;ti;”rer_)”i””er is identically distributed to the view produced by

S composed 11 N interaction with

This holds for every &/ and &, so we conclude that

g
Z inner > Finner realizes ) l
outer
Use Simg,er to simulate Use Simg e to simulate Use Simgter to simulate
corrupt 1O of 7 .. and round 3 of 7 .., round 4 of 7.,

Siminer to simulate all

rounds of 7.

Use to compute
outputs and
Siminer to simulate all

rounds of 7.

Use Simgter to simulate
corrupt 10 of 7. and
Simi,ner to simulate all

rounds of 7.



Transitivity gives us our conclusion!

Real World (7]
ag ]
LOfTinner T

T — Tinner @
outer —
~ )«

Round 1 of

outer

)

f
\

//77/>\)

Invoke 7. (all rounds)

inner

Round 3 of #

outer

Round 4 of

outer

&
) «

Invoke 7. (all rounds)

inner

|deal World
CSD 4

composed I
Si Mcomposed ‘

'\54/'

Use Simg,er to simulate

round 1 of 7_,.,

Use Simg e, to simulate
corrupt 10 of 7. and
Sim;ner to simulate all

rounds of 7,

ﬁ

]
S

'\»4/'

Use Simg e, to simulate

round 3 of 7_.,

Use Simg e to simulate

round 4 of 7_.,

Use Simg, e, to simulate
corrupt 10 of 7_,.. and
Siminer to simulate all

rounds of 7,



Take a deep breath.

e [ know this was way too much to absorb!

) \\ o Translating all these pictures into math would
&2», \ \j hard for anyone (even a cryptography professor!)
A
=

//A)'

(A

o To make it worse, I played fast and loose with notation.

=
\ & S— | )
) 7, % ,
A\ AN N (s o Nevertheless I want you to get a sense for how
- gl lll L ° * < ) . .
of \‘W ‘ / composition works, because it’s really interesting!

o There won't be any homework or tests on this :)

o If you want to see a formal version (for a much more
restricted class of protocols), come to grad crypto!



The Theorem (again again)

Perfect MPC Composition Theorem: Let 7 < n.

uter D€ @n n-party protocol in the -hybrid model that perfectly realizes
in the presence of a semi-honest adversary that statically corrupts up to 7
parties, assuming synchrony and secure point-to-point channels.

o letnrn

_ .. be an n-party protocol that perfectly realizes in the presence of a
semi-honest adversary that statically corrupts up to 7 parties, assuming synchrony
and secure point-to-point channels.

of

o Let

N — T . . . .
o If 7z imer"Tirer s 7z o With every call to replaced by an invocation of 7___ .
o Then r_ ime"me perfectly realizes in the presence of a semi-honest adversary

that statically corrupts up to 7 parties, assuming synchrony and secure
point-to-point channels.



This Composition Theorem is Very Limited.

e Only works for protocols that are organized into synchronous rounds, where every round
contains communication or invocation of exactly one functionality. No concurrency is allowed.
No asynchrony is allowed. The real world is asynchronous and concurrent, though...

o Requires protocols to be perfectly secure. Very few deployed protocols are perfectly secure...

e Only works for static, semi-honest adversaries. Real world adversaries could very well cheat...

o This isn’t very realistic...



These restrictions can be relaxed... with work.

Keywords: cryptographic protocols, security analysis, protocol composition, universal composi-

tion.

Universally Composable Security:
A New Paradigm for Cryptographic Protocols*

Ran Canettif

February 11, 2020

Abstract

We present a general framework for describing cryptographic protocols and analyzing their
security. The framework allows specifying the security requirements of practically any crypto-
graphic task in a unified and systematic way. Furthermore, in this framework the security of
protocols is preserved under a general composition operation, called universal composition.

The proposed framework with its security-preserving composition operation allows for mod-
ular design and analysis of complex cryptographic protocols from simpler building blocks. More-
over, within this framework, protocols are guaranteed to maintain their security in any context,
even in the presence of an unbounded number of arbitrary protocol sessions that run concur-
rently in an adversarially controlled manner. This is a useful guarantee, which allows arguing
about the security of cryptographic protocols in complex and unpredictable environments such
as modern communication networks.

General composition theorems are hard.
There have been a handful of attempits.

This framework/theorem is probably the most
popular one. It was originally introduced in
2001. It was finally published in a journal in 2020.

Those 19 years were spent finding and
fixing bugs, and handling new use-cases.
The best way to find both is by using it!

People are still finding and fixing bugs in
this framework today! Why is it so hard?

The model description and proofs are huge!



These restrictions can be relaxed... with work.

(And it used to be almost twice as long as this!)



The story of protocol composition
hasn’t been finished yet. There are
still many open questions - and you
could help solve them!



In case you are lost in the weeds:

Perfect MPC Feasibility Theorem: Let 27 < n < p. Assuming synchrony and secure
point-to-point channels there exists an n-party protocol that perfectly realizes
in the presence of a semi-honest adversary that statically corrupts up to 7 parties.

Proof: Direct corollary of Lemmas 1 and 2 and the Composition Theorem. B

You just proved that any function
can be securely computed!
Congratulations!



Hopefully some of you are objecting...

"We didn’t actually prove the composition theorem.
You just showed us pictures!”

In this case, you can easily inline the GRR multiplication
protocol and proof into the BGW protocol and proof.

This kind of inlining will be much more difficult in the future.



CS4501 Cryptographic Protocols
Lecture 10: GRR Example,
Composition in a Perfect World

https://jackdoerner.net/teaching/#2026/Spring/CS4501



